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PET'JIAMEHT PABOTBI
10 32IyCKY W 00HOBJICHHI) AHTUBUPYCHOI'0 IPOrPAMMHOI0 o0ecrevyeHust
B MB/J1OY Ne4 «CemMuuiBeTHK»

B kayecTBe ucTOUHUKA Yrpo3 MHOOPMAIMOHHON 6E€301IaCHOCTH MOKET BBICTYNATh YEJIOBEK JIH00
rpyImma JoJeH, a Tak *e HEKUE, He3aBUCSILUE OT ACSITeIbHOCTH YelloBeKa, posiBieHus. Mcxoas
13 9TOr0, BCE UCTOYHUKHU YIPO3 MOKHO Pa3/Ie€IUTh HAa TPU IPYIIIbL:

e YesoBeueckuii paxkrop. [lanHas rpymnma yrpo3 cBs3aHa ¢ ACHCTBUSIMH YEIOBEKA,
UMEIOIIEr0 CAaHKIIMOHUPOBAHHBIN M HECAHKIIMOHUPOBAHHBIN JOCTYHI K MH()OPMAIIH.
YTrpo3bl 3TOM IPyNIbI MOKHO pa3eiauTh Ha:

* BHewHue, K HUIM OTHOCATCS AEUCTBUS KHOEP - IPECTYIIHUKOB, XaKEPOB,
UHTEPHET - MOLLICHHUKOB, HEJOOPOCOBECTHBIX NAPTHEPOB, KPUMHUHAIBHBIX
CTPYKTYP.

"  BHympeHHue, K HAM OTHOCSTCS JEUCTBUS MEPCOHANIA KOMIIAaHUM, a TaK JKe
II0JIB30BATENIEH TOMAIIHUX KOMIIBIOTEPOB. JIeMCTBUS JaHHBIX JIOJAEH MOTYT
OBITh KaK YMBIIIJICHHBIMU, TaK U CITy4aliHbIMU.

e Texunueckuii ¢pakrop. JTa rpymnmna yrpos cBsg3aHa ¢ TEXHUUYECKUMU IIpodieMaMu —
¢u3nueckoe U MOpalibHOE YCTapeBaHHE UCTIONB3YIOUIETocs 000py10BaHus,
HEKa4yeCTBEHHbIE IPOrPaMMHBbIE U alllapaTHble CpeAcTBa 00pabOTKU HHPOPMALIUY.

e Cruxuiinbiii pakTop. O1a rpynmna yrpo3 BKIOYaeT B ce0s MPUPOIHbIE KATAKIU3MBI,
CTUXUIHbIE Oe1cTBUS U ITpoure popc-MakOpHbIE 00CTOATENBCTBA, HE3aBUCSIINE OT
NESTEILHOCTH JIOJIEN.

Bce Tpu ncTouHMKa Yyrpo3 HEOOXOAMMO 00s3aTENFHO YUUTHIBATh PU pa3pabOTKE CUCTEMbI

3amMTHl HHOPMAITMOHHOM 0€30MMacHOCTH.

Pa3BuTHe COBpEMEHHBIX KOMITBIOTEPHBIX TEXHOJOTUI U CPEJCTB CBSI3U AAE€T BO3MOKHOCTD

3JI0YMBILUICHHUKAM HCIIOJIB30BATh PA3JIMYHbIE HCTOYHUKH PACTIPOCTPAHEHUS YIPO3.

PaccmoTrpum ux noapodHee:

Hurepner.

I'moGanbHas cetb IHTEpHET YHUKAJIbHA TEM, YTO HE SIBJISETCS Ybei-TO COOCTBEHHOCTHIO U HE
HMMeEeT TEPPUTOPUATIEHBIX TPaHUIl. DTO BO MHOTOM CIIOCOOCTBYET Pa3BUTHIO MHOTOYHCIIEHHBIX
BeO-pecypcoB u 0oMeny uHpopmarueit. Ceitdac r000# 4eT0BEK MOXKET MOIYIUTh JOCTYII K
TaHHBIM, XpaHsamuMcs B HTepHeTe, WK co3/1aTh CBOM cOOCTBEHHBIH BeO-pecypc. OnHako
9TH e 0COOCHHOCTH TII00aIbHON CETH MPEAOCTABISIOT 37I0YMBIIIJICHHUKAM BO3MOXHOCTb
CoBeplIeHHs npecTyIuieHnid B UHTepHeTe, Mpu 3TOM 3aTpyAHsS UX OOHApy>KEHUE U
HaKa3aHHe.

310YMBIIIUIEHHUKH pa3MeIaloT BUPYCHI U APYTrre BpeIOHOCHbIE MPOrpaMMbl Ha BeO-pecypcax,
"MackupyrOT" UX MOJ MoJie3Hoe U OecIiaTHoe mporpammHoe obecnedenue. Kpome Toro,
CKPHITHI, aBTOMAaTUYECKH 3aIllyCKaeMbl€ MPU OTKPHITUN BEO-CTPAHUIIbI, MOTYT BBINOJIHATh
BPEIOHOCHBIE JICHCTBUS Ha BallleM KOMIIBIOTEPE, BKJIOYasl N3MEHEHNE CUCTEMHOI'O pEecTpa,
KpaX<y JINYHBIX TaHHBIX U YCTAaHOBKY BPEIOHOCHOTO MPOTPaMMHOI0 00eCTIeueHusl.

Hcnonb3ys ceTeBble TEXHOJIOTUH, 3I0YMBIIUICHHUKN PEANU3YIOT aTaAKW Ha y/1aJI€HHbIE YAaCTHBIC
KOMIIBIOTEPHI U CEpBepa KOMIAHUN. Pe3ybTaTOM TaKMX aTaK MOXKET SIBJIATHCS BbIBEICHHE
pecypca U3 cTpos, MoJydeHHUe MOTHOTO JOCTYIa K Pecypcy, a, ClieJoBaTeNbHO, K HHPOpMAIIIH,
XpaHAILIEMCS Ha HEM, UCII0JIb30BaHUE pecypca KaK 4acTu 30MOU-CETH.



B cBs3u ¢ nosiBIeHNEM KPEIUTHBIX KapT, 3JIEKTPOHHBIX JEHET U BO3MOKHOCTBIO UX
UCHOJb30BaHus yepe3 HTepHeT (MHTepHEeT-Mara3uHbl, ayKIUOHBI, IEPCOHAIbHbIE CTPAHULIBI
0aHKOB U T.J1.) UHTEPHET-MOIIEHHUYECTBO CTaJI0 OJTHUM U3 Haubosee paclpoCTPaHEHHBIX
MIPECTYIJICHUM.

Humpanem

WHTpaHeT — 3TO BHYTPEHHSS CETh, CIELUAIBHO pa3paboTaHHas AJIs YIpaBiIeHUs nH(popMaren
BHYTpHY KOMIIAaHUH WUJIU, HAI[PUMEp, YaCTHOM JomaliHel ceTu. IHTpaHeT sIBisieTcs €IMHBIM
MIPOCTPAHCTBOM JUIsl XpaHEHHs, OOMEHA U JOCTyIa K MH()OpMaIUK JUI BCEX KOMIIbIOTEPOB CETH.
[Toatomy, eciu kKakoi-1100 U3 KOMIBIOTEPOB CETH 3apa’K€H, OCTAJIbHbIE KOMITBIOTEPHI
MOJIBEPralOTCsl OTPOMHOMY PHUCKY 3apakeHHs. Bo n3bexanue BO3HUKHOBEHHUS TAKUX CUTYaIUi
He00X0IMMO 3allUIIATh HE TOJIBKO MEPUMETP CETH, HO M KaXKJIbIi OT/I€IbHBIA KOMIIBIOTED.

3ﬂel<mpoumm nouma

Hanuuune no4ToBBIX MPUIOKEHUH IPAKTUYECKH HAa Ka)KIOM KOMIIBIOTEPE, & TAKXKE TO, UTO
BPEIOHOCHBIE IIPOTPAMMBI [TOJIHOCTHIO HCIIOJIB3YIOT COIEPKUMOE JIEKTPOHHBIX aJPECHBIX KHUT
JUIS BBISIBIICHUSI HOBBIX KEPTB, 0OecreunBaeT 0J1aronpHusaTHbIE YCIOBUS ISl PACIIPOCTPAHEHUS
BpEIOHOCHBIX NporpaMm. [lons30Barens 3apak€HHOTO KOMITBIOTEPA, CaM TOTO HE MOJA03pEBasd,
pacchlIaeT 3apa)keHHbIE IMCbMa aJpecaTaM, KOTOPBIE B CBOIO OYEPEIb OTIPABIISAIOT HOBBIE
3apa)keHHbIE MchbMa U T.4. Hepenku ciaydau, Korjaa 3apaxeHHbIH (ailii-qOKyMEeHT 110 IPUYKHE
HEJ0CMOTpa MOMAAaeT B CIIUCKU PACCBUIKM KOMMepUYECKOH MH(OpMAIK KaKOH-TNO0 KpyIHON
KoMIaHuu. B aToM ciyyae cTpajatoT He MsTh, a COTHH UJIU J1a)Ke ThICSYM a0OHEHTOB TaKHX
PacchbUIOK, KOTOPBIE 3aTeM Pa30LLIIOT 3apaKeHHbIE (haIbl JeCsTKaM ThICS4aM CBOUX
aboHeHTOoB. [ToMHMO yrpo3bl IPOHUKHOBEHHS BPEIOHOCHBIX IPOrPaMM CYIIECTBYIOT ITpodiieMa
BHEIIHEN HEXKENAaTeIbHON OUThI PEKIIAMHOI0 Xapakrepa (crnama). He sBisisich HCTOUHUKOM
MIPSIMOM YTPO3bl, HEXKEIaTeNIbHAs KOPPECTIOHEHIINS YBEINUMBAET HArPy3Ky Ha MOYTOBbIE
cepBepa, CO3JIaeT JOMOTHUTEIbHBIN TpauK, 3acOpseT MOYTOBBIN SAIIMK MOJIB30BATENS, BEJET K
norepe pabouero BpeMeHH U TEM CaMbIM HAHOCUT 3HAUUTEIbHBINA (PUHAHCOBBII YPOH.

Takxe Ba)KHO OTMETHUTb, YTO 3JIOYMBIIIJIEHHUKH CTAJIA UCIIOJIb30BAaTh TaK Ha3bIBAEMbIE
CIaMepCKUe TEXHOJIOTMH MACCOBOT0 paCIPOCTPAHEHUSI M METO/IbI COLMAIbHOIO MHKUHUPUHTA,
YTOOBI 3aCTaBUTH MOJIB30BATENSI OTKPBITH MUCHMO, IEPEUTH IO CCHUIKE U3 MHUChMa Ha HEKUMN
MHTEpHET-pecypc U T.1. M3 3TOTO ClieyeT, 4TO BOZMOKHOCTH (DHIIBTPAIIH CIIaMa BayKHBI HE
TOJIKO CaMH 10 cebe, HO U JJIs IPOTUBOICHCTBUS HEKOTOPHIM HOBBIM BUAAM UHTEPHET-
MOIIIEHHUYECTBa (HarpuMep, (PUIINHTY), @ TAK)KEe paCIPOCTPAHEHHUIO BPEIOHOCHBIX TIPOTPAMM.
Cvemubie nocumenu ungopmayuu

Cwemuble HocuTenn — quckeTbl, CD-nucku, ¢uen-kapThl — MIUPOKO UCTIOIB3YIOTCS JIJIS
XpaHeHus U nepeaadn HHPopMaIuu.

[Tpu 3amycke daitna, comepskaniero BpeJOHOCHBIN KO/, CO ChEMHOTO HOCHUTEISI BBl MOXKETE
MIOBPEIUTH IaHHBIE, XPAaHAILIUECS HA BAllIEM KOMIIBIOTEPE, a TAK)KE PACIIPOCTPAaHUTh BUPYC HA
JIpYyrue JUCKU KOMIIBIOTEPA UM KOMITBIOTEPHI CETH.

Buowt yepos.

Yepeu (\Worms)

JlaHHas1 KaTeropHs BPEAOHOCHBIX MPOTPaMM IS PACTIPOCTPAHEHHS UCTIONB3YEeT B OCHOBHOM
YSA3BHMOCTH OIIEPAaLlMOHHBIX cucTeM. HazBaHue 3Toro Kiacca ObIIO TaHO HCXOs U3
CIIOCOOHOCTH uepBel "mepenonsars” ¢ KOMIbIOTEPA Ha KOMIIbIOTEDP, UCIOIb3Ysl CETH,
AJIEKTPOHHYIO TIOUTY ¥ Jpyrue HHPOpMaIMOHHbIE KaHaJbl. Takke Oiarogaps ’TOMy MHOTHE
YepBU 00JIAAI0T JOCTATOYHO BBICOKOM CKOPOCTBHIO PACIIPOCTPAHEHHUS.



UepBu NPOHUKAIOT HA KOMIIBIOTEP, BEIYUCIIAIOT CETEBbIE ajjpeca IPyruxX KOMIbIOTEPOB U
pacchUIalOT TI0 3TUM aJ[pecaM CBOW KOIIHH.
[ToMHMO CETEeBBIX aIPECOB YACTO UCTIONB3YIOTCS JaHHBIE IPECHONM KHUTH MOYTOBBIX KIIUEHTOB.
[pencraBuTenu 3TOTO Kilacca BPEIOHOCHBIX TPOTPaMM WHOT/IA CO3MAI0T paboune (aiiasl Ha
JIUCKaxX CHUCTEMBI, HO MOTYT BOOOIIe He 00palaThes K pecypcaM KOMITbIoTepa (32 UCKIII0OUEHUEM
OTIepaTUBHOM MaMSITH).
Bupycuot (Viruses)
[IporpamMMebl, KOTOpBIE 3apakaloT APYTHe MPOTPaMMBI — JOOABISIOT B HUX CBOW KO, YTOOBI
MOJyYUTh YNpaBJICHUE MPHU 3aMyCKe 3apakeHHBIX (PaiioB. ITO MPOCTOE ONpe/ieieHue JaeT
BO3MOKHOCTH BBISIBUTH OCHOBHOE JICWICTBHE, BHITIOIHAEMOE BUPYCOM — 3aPAdCEHUE.
Tposanckue npozpammst (Trojans)
[IporpamMmebl, KOTOPBIE BHITIOIHSIOT HA TIOPAYKAEMBIX KOMITBIOTEPAaX HECAaHKIIHOHUPOBAHHBIC
MOJIb30BaTEJIEM JICHCTBUS, T.€. B 3aBUCUMOCTH OT KaKHX-JTHOO YCIOBUI YHUUYTOXKAIOT
nH(pOpPMaIIMIO Ha JUCKAX, MPUBOJAT CUCTEMY K "3aBHCaHHUIO", BOPYIOT KOH(PUACHIIMAIBHYIO
uHpopManuio u T.71. JlaHHBIH Kjacc BPeIOHOCHBIX POTrpaMM He SBIISIETCSI BUPYCOM B
TPaJUIIMOHHOM ITOHMMAaHUH STOTO TepMUHA (T.€. HE 3apakaeT Jpyrue MporpaMMbl HITH JaHHBIC);
TPOSTHCKHE MTPOrpaMMbl HE CHOCOOHBI CAMOCTOSTENIFHO MPOHUKATh HA KOMIIBIOTEPHI U
PacIpOCTPaHSIOTCS 3TOYMBIIIUICHHUKAMH T10]] BUIOM "TI0JIE3HOTO" MPOTPAMMHOT'0 00€CTICUEHUS.
[Ipu 5TOM Bpea, HAHOCUMBII MU, MOXKET BO MHOT'O pa3 MPEBHILIATh TOTEPH OT TPAJAULIUOHHON
BUPYCHOMW aTaKHU.
B nocnennee Bpems Hanbosee pacpoCTpaHEHHBIMU THIIAMH BPEJOHOCHBIX MPOTPaMM,
MOPTSIIUMHI KOMIIBIOTEPHBIE TaHHBIC, CTAIN YepBH. Jlanee 1Mo pacpoCcTpaHEHHOCTH CISTYIOT
BUPYCHI U TPOSTHCKHE MporpaMmbl. HekoTopble BpeJOHOCHBIE IPOrpaMMbl COBMEIIAIOT B cede
XapaKTEPUCTHKH BYX WIIH JIaXKe TPEX M3 IMEPEUNCICHHBIX BBIIIE KIACCOB.
Ipozpammot-pexnamor (Adware)
[IporpamMmMHBIii K01, 6€3 BeTOMa MOJT30BATENsI BKIIFOUYSHHBIH B IPOTPAMMHOE 00eCcTieueHHE C
LEJIBIO IEMOHCTpAIMK PEKJIaMHBIX 00bsiBIeHUH. Kak mpaBuiio, mporpaMMbl-peKsiaMbl BCTPOSHBI
B IPOTpaMMHOE oOecrieueHue, pacipocTpansroeecs oecmiatHo. Pekiama pacrionaraercs B
pabouem uHTEpdeiice. 3auacTyro JaHHBIE IPOTPAMMBI TaKkKe COOMPAIOT U MePENPaBIISIIOT
CBOEMY Pa3pabdOTUYHKY IMePCOHAITBHYI0 HH(POPMAIIHIO O MTOJIb30BaTelNe, U3MEHSIOT Pa3TUIHbIC
napamMmeTpsl Opaysepa (CTapTOBbIE U IOMCKOBBIE CTPAHUIIBI, YPOBHU 0€30MaCHOCTHU U T.1.), @
TaKXXe CO3/Ial0T HEKOHTPOJIMPYEMBI MMOJIb30BaTeNieM Tpaduk. Bee 3TO MOXKET MPUBECTH KaK K
HapYIICHHIO MOJIMTHKH 0€30MMaCHOCTH, TaK U K MPSMBIM (PMHAHCOBBIM OTEPSIM.
Ipozpammor-wunuonst (Spyware)
[IporpamMmmMHOe oOecTiedeHue, MO3BOJISIONIEe COOUpPaTh CBEICHUS 00 OTIIETHHO B3ITOM
0JIb30BaTes e UM OpraHu3anuu 6e3 ux Beoma. O HAIMYUK MPOTrpaMM-IIITHOHOB Ha CBOEM
KOMIIBIOTEPE BBl MOXKETE M HE JIorajbiBaThes. Kak mpaBuiio, 1ebio MporpaMM-IIInioHOB
SBIISICTCSA:

e OTCJIEKMBaHUE JCHCTBUIA MOJB30BATENs HA KOMIIBIOTEPE;

e cOop uH(MOPMAIMH O COJEPKAHNH )KECTKOTO TUCKA; B TOM CIIyYaeT yalle BCEro pedb
UJIET O CKAHUPOBAHUU HEKOTOPBIX KATAJIOTOB M CHCTEMHOTO PEeCTpa C HEIbI0
COCTaBJICHHS CITMCKA MPOTPAMMHOT0 00eCIICUeHUsI, YCTAHOBJICHHOTO Ha KOMITBIOTEPE;

e cOop MH(MOPMAIIUHU O KAYECTBE CBA3HU, CITOCOOE MOIKITIOUYCHHUS, CKOPOCTH MOJICMA | T.]I.

Iomenyuanvno onacnote npunosxcenusn (Riskware)

[TporpammHoOe obecrieueHue, KOTOpOe HE UMEET KaKoil-TuO0o BPpeTOHOCHON (PYHKIIMH, HO MOXKET
OBITH MCIIOJB30BAHO 3JIOYMBIIICHHUKAMH B KA4€CTBE BCIIOMOTATEIbHBIX KOMIIOHEHTOB
BPEIOHOCHOM MPOTrpaMMBbl, TOCKOJBKY COACPKUT Operin U omunOku. [Ipr HEKOTOPBIX YCIOBUAX
HAJIMYME TAKUX MPOTrpaMM Ha KOMITBIOTEpE MOABEPTaeT Balli JaHHbIE pUCKy. K Takum
IporpaMMaM OTHOCSITCS, HAIIPUMEpP, HEKOTOPbIE YTHIIUTHI YAAJIEHHOTO aIMUHIUCTPUPOBAHUS,
IPOrPaMMbI aBTOMATHYECKOTO MIEPEKITIOUEHUS packiiaaky kinaBuatypsl, |IRC-kmuenTsr, FTP-
cepBepa, BCEBO3MOKHBIE YTUIIUTHI AJI1 OCTAHOBKH MPOIIECCOB WIIH CKPBITUS UX PAOOTHI.

E1me oqHMM BHUIIOM BPEJOHOCHBIX MPOTPaMM, SBISIONIMMCS TOIPAaHUYHBIM JIJIS1 TAKUX IIPOTPAMM

kak Adware, Spyware u Riskware, siBIsSIOTCS IPOTrpaMMbl, BCTPAHUBAOIIMECS B YCTAHOBICHHBIH

Ha KOMITbIOTepe Opay3ep U IepeHanpaBIsonye Tpaduk.



Ipozpammut-utymku (Jokes)

[IporpamMHOe obOecrieueHne, He MPUUNHSIONIEE KOMITBIOTEPY KaKOT0-TH00 MPSIMOTO Bpea,
HO BBIBOJISIIIIEE COOOIICHHUS O TOM, YTO TaKOU BpeJ| yXKe MPUUUHEH, THO0 OyAeT MPUIMHEH
pH Kakux-1100 ycinoBusx. Takue nmporpaMmbl 4acTo NPEAYIPEKAA0T OIb30BATEINS O
HECYIIECTBYIOLIECH OMAaCHOCTHU, HAIIPUMEP, BBIBOAST COOOLICHHS O (POPMAaTUPOBAHUU TUCKA
(xoTst HUKaKOTO (hOPMATHUPOBAHHKS HA CAMOM JIEJIE€ HE MMPOUCXOIUT), OOHAPYKUBAIOT BUPYCHI
B HE3apa)XCHHBIX (aiiax u T.1.

Ipozpammot-mackuposuuxu (Rootkit)

Y TUIHUTBI, HCTIOTB3yEMBIE JJIsi COKPBITUS BPEIOHOCHOM aKTUBHOCTH. OHU MacCKUPYIOT
BPEJOHOCHBIE POTPAMMBIL, YTOOBI N30€KaTh X OOHAPYKEHHSI AHTUBUPYCHBIMU
nporpammamu. [IporpaMMbI-MacKHPOBITMKY MOAU(DUIMPYIOT OTIEPAIIHOHHYIO CUCTEMY Ha
KOMITHIOTEPE 1 3aMEHSATh OCHOBHBIC €€ (DYHKIIMH, YTOOBI CKPBITh CBO€ COOCTBEHHOE
MPUCYTCTBHUE U JCHCTBUS, KOTOPBIE PEANPUHUMALT 3I0YMBIIUICHHUK Ha 3apa>KeHHOM
KOMITBIOTEPE.

Ilpouue onacuwvie npozpammol

[Iporpammel, co3nanubie A opranuzanuu DoS-atak Ha ynaneHHbIe cepBepa, B3JIOMa APYTUX
KOMIIBIOTEPOB, a TAKXKe SBISIOUINECS YaCThIO CPeIbl pa3padOTKH BPEIOHOCHOTO
nporpaMMHoOro obecredenust. K Takum nmporpamMMam OTHOCATCS Xakepckue yTuianuThl (Hack
Tools), KOHCTPYKTOPBI BUPYCOB, CKaHEPHI YSI3BUMOCTEH, TPOTPAMMBI JIJIsl B3JIOMA MApOJIeH,
MIPOYME BHUJIBI POTPAMM JIJISl B3JIOMa CETEBBIX PECYPCOB MU MPOHUKHOBEHHS B aTaKyeMYIO
CUCTEMY.

Xakepckue amaku

XaKepcKHe aTaku — 3TO JEHCTBUS 37I0yMBIIUICHHUKOB WM BPEIOHOCHBIX IPOTPaMM,
HaIpaBJIEHHbIE HA 3aXBaT HHPOPMAIIMOHHBIX JTaHHBIX yIaJ€HHOTO KOMIIBIOTEPA, BBIBEICHUE
CUCTEMBI U3 CTPOS WIN MOJyYEHHUE MOJHOI0 KOHTPOJISI HaJl pECYpCaMu KOMIIbIOTEpA.

Helcomopble 6uU0bl UHmepHem-moutennuuecmea

@uuunz (Phishing) — Bu1 HHTEPHET-MOIICHHUYECTBA, 3aKJIFOYAIOIINNCS B PACCHLIKE
AIIEKTPOHHBIX COOOMICHUH C LIENBI0 KPaXXu KOH(PHUIESHINAIEHON HH(POPMALIUH, KaK IPaBHUIIO,
¢uHanCcoBOro Xapakrepa. @UIIMHT-COOOIIEHUS COCTABIISIOTCS TAKMM 00pa30M, 4TOObBI
MaKCHMAaJIbHO IOXOANUTh Ha HH(POPMAIIOHHBIE ITUChMa OT OAHKOBCKUX CTPYKTYP, KOMIAHUH
M3BeCTHBIX OpeHaoB. [Inckma comepikaT CChUIKY Ha 3aBEIOMO JIOKHBIN CaiT, CIIeIUAIEHO
MOJITOTOBJICHHBIN 3JI0YMBIIUIEHHUKAMU U SBISIONIMNCS KONHMEH caiiTa OpraHu3anuy, OT SIKOOBI
MMEHH KOTOPO# npHnuio nuckMo. Ha qanHOM caiiTe moip30BaTeNio MpeasiaracTcs BBECTH,
HanpuMep, HOMEp CBOEH KPEAUTHOM KapThl U IPYrylo KOHOUACHIIHAIbHYIO HH(OPMALIUIO.
/03601 na nnamuvle unmepHem-pecypcol — BUJl MHTEPHET-MOIIIEHHIYECTBA, CBI3aHHBIN C
HECaHKIIMOHHUPOBAHHBIM UCIIOJIB30BaHUEM IUIATHBIX HHTEPHET-PECYPCOB (Halle BCero 3To Beo-
CaThI MOPHOTPa(YUIECKOTO COACPIKAaHUs). Y CTAaHOBJICHHBIE 3JT0YMBIIIJICHHUKAMHU POTPAMMBI
(dialers) MHHIMEPYIOT MOJIEMHOE COCIMHEHHUE C BAIIEr0 KOMITbIOTEpA Ha TUIATHBII HOMED.
Yarmie Bcero UCIONIb3yeMble HOMEpa IMEIOT OYSHb BRICOKUE Tapu(]bI, B pe3ybTaTe
MI0JIb30BaTENb BEIHYK/JIEH OIUIAYMBATh O'POMHBIE Tese(OHHbIE cUeTa.

Haegazuueasn peknama

HaBsi3unBas pexiiama — 3TO BCIUIBIBAIOLINE OKHA U PEeKJIaMHble OaHHEPHI, OTKPHIBAIOIINECS
npu pabore ¢ BeO-caiitamu. Kak npaBuio, nuHpopManus, coaepskamiasicst B HUX, He ObIBaeT
1oJIe3HON. JleMOHCTpalus BCIJIBIBAIOIIMX OKOH U OaHHEPOB OTBJIEKAET MOJIb30BATENS OT
OCHOBHBIX 33]1a4, yBEIMYNBaeT 00beM Tpaduka.

Cnam (Spam)

CnaM — 5To aHOHHUMHAas MaccoBas pacChblIKa HEKECIATCIIbHBIX IMOYTOBLIX COO6IJ_ICHI/II71. TaK,
CIITaMOM SABJIAIOTCA PACCBUIKH PEKIIAMHOI'0, ITOJIMTHYCCKOTO U aruTAallMOHHOI'O XapaKTepa,
I1ucbMa, IMPU3bIBAOIINEC ITIOMOYb KOMy-HI/I6y,[IB. OTI[eJIBHyIO KaTCropuro Ccrrama COCTaBJISAOT



MUChMA C TPEATIOKEHUSAMU OOHATTUYNUTH OOJIBIIYIO CYMMY JIEHET MJIM BOBJIEKAIOIIHE B
(uHaHCOBBIE TMPAMU/IBL, @ TAK)KE MUChMAa, HAIIPaBJICHHbBIE Ha KpaXXy aposiel 1 HOMEPOB
KPEIUTHBIX KapT, MUCbMa C MPOCHOOH MepeciaTh 3HAKOMBIM (HallpuMep, MUChbMa CUACTbSI)
u T. . CnaM CyIECTBEHHO YBEJIMYMBAET HAIPY3Ky Ha ITIOYTOBBIE CEPBEPA U MOBBIIIAET
PHCK MOTepH UH(GOPMAIMH, BAXKHOM JJIs TIOJIb30BATEIS.

Ilpuznaxu 3apasrcenus
EcTb psn npu3HaKoB, CBUIETENBCTBYIOMINX O 3apa)KeHUH KoMIbioTepa. Eciu Bbl 3amedaere,
YTO C KOMIIBIOTEPOM MPOUCXOAT ""cTpaHHbIE" BEIM, a UMEHHO:
e Ha KpaH BBIBOJATCS HENIPETYCMOTPEHHBIE COOOLIEHUS, H300paXeHUs
1100 BOCTIPOU3BOATCS HEMPEAYCMOTPEHHBIE 3BYKOBBIE CUTHAJIBL;
e HEOXHUJIAHHO OTKpbIBaeTcs U 3akpbiBaeTcs Iotok CD/DVD-ROM-ycrpoiicTsa;

e TMPOU3BOJIbHO, 0€3 BAILEr0 y4acTHs, Ha BallleM KOMIIBIOTEPE 3aIyCKAIOTCS KaKue-mudo
MIPOrPaMMBbI; Ha 9KpaH BBIBOSATCS MPEAYIPEKISHUS O MOMBITKE KaKOW-THO00 13
MPOTrpaMM BaIIeTO KOMITBIOTEPA BBINTA B HHTEPHET, XOTS Bbl HUKAK HE WHUITUUPOBATH
TaKO€E €€ [IOBEJICHUE,

TO, C OOJIBIION CTETIEHBIO BEPOSITHOCTH, MOYKHO MPEIIOI0KUTh, YTO Balll KOMIIBIOTED
IIOPaXKEH BUPYCOM.
Kpowme Toro, ectb HEKOTOpBIE XapaKTepHbIEe IPU3HAKU TOPAXKEHUS BUPYCOM Uepe3 MouTy:

e JIPY3bs UJIM 3HAKOMBIC TOBOPAT BaM O COO6HI€HHHX OT BacC, KOTOPLIC BBl HE
OTIIPABJIAIA,

e B BalllEM [IOYTOBOM SIINKE HAXOIUTCI OOJIBIIOE KOIUIECTBO COOOIIeHNI O3
00paTHOTO a/ipeca U 3aroJIoBKa.
CrnenyeT OTMETHUTB, YTO HE BCETJa TAKUE IPU3HAKU BBI3BIBAIOTCS IPUCYTCTBUEM BUPYCOB.
Wuorna onu MOTyT OBITH CIIEZICTBHEM APYTHX NpuunH. Hanpumep, B ciydyae ¢ modroi
3apa)keHHbIE COOOIEHUS MOTYT PACCHUIAThCA € BallUM OOPaTHBIM aJJpecoM, HO HE C BallIero
KOMIIBIOTEDA.
EcTb Taxoke KOCBEHHBIE MTPU3HAKU 3apaKEHUs BallIero KOMITbIOTepa:

e YacTble 3aBHCaHUs U cOOM B paboTe KOMIBIOTEPA;

e MenJeHHas paboTa KOMIBIOTEpPa MPH 3aITyCKe MPOrpaMM;

e  HEBO3MOXXHOCTH 3arpy3KH ONEPALIMOHHON CUCTEMBI;

e Hcuye3HOBeHHUE (aiiIoB U KAaTaJIOrOB WM HCKAKEHUE UX COJIEPKUMOTO;

e YacToe oOpalieHue K KEeCTKOMY TUCKY (4acTO MUTAET JIAMIIOYKA Ha CHCTEMHOM
0J10Ke);

e BeO-Opaysep (mampumep, Microsoft Internet Explorer) "3aBucaer" wiu Beger
ce0s1 HeOXKHTaHHBIM 00pa3oM (HampuMep, OKHO IPOTrpaMMbl HEBO3MOKHO
3aKPBITH).

B 90% cmyuaeB Hajgruue KOCBEHHBIX CHMIITOMOB BBI3BaHO COOEM B alliapaTHOM WIIN
IPOTrPaMMHOM O0OECTICYEHUH.

Ymo denamp npu HaIUYUU RPUZHAKOS 3APAXHCCHUS
Ecnu BBI 3aMeTHIIH, YTO Balll KOMIBIOTED "BEAET ce0s MOI03pUTEIHHO",

1. OtxmouuTe KOMIOBIOTEP OT MHTEPHETA U JIOKAIBHOM CETH, €CJIM OH K Hel
OBLI ITOIKJIFOYEH.

2. Ecnu cumnroMm 3apaskeHHsi COCTOUT B TOM, YTO Bbl HE MOXKETE 3arpy3UThCS C )KECTKOTO
JIMCKa KOMIIbIOTEpa (KOMIBIOTEP BbIAAET OUIMOKY, KOT1a Bbl €r0 BKIIKOYAETE),
onpoOyiiTe 3arpy3uThes B peKUME 3alUThl OT COOEB MJIU C IUCKA aBapUITHOMN



3arpy3ku Microsoft Windows, koTopslii BbI cO31aBaii PU YCTAHOBKE ONEPAIIMOHHON
CHCTEMBbI Ha KOMIIBIOTED.

3. Ilpexnae yeM npernpuHUMATh KaKue-TH00 AEHCTBUS, COXPAHUTE PE3YIbTATHI
BaIei paboThl Ha BHENTHHUA HOCUTENb (nuckery, CD-nuck, dhaenr-kapty u mp.).

4. YcTaHOBUTE aHTUBUPYCHYIO IPOrPaMMY, €CJIH BBl 3TOTO €IIe HE CAeNaH.
OOHOBHUTE CUTHATYPY YTPO3 MPOTpamMMBbL. ECIIM 3TO BO3MOXKHO, JIsl KX ITOTYYCHUS
BBIXOJINTE B MHTEPHET HE CO CBOETO KOMIIBIOTEPA, a C HE3apaKEHHOT0 KOMIIBIOTEpa
npy3ei, nHTepHET-Kade, ¢ paboTsl. Jlydie BOCIONb30BaThCS IPYTHM
KOMITBIOTEPOM, TTOCKOJIBKY MPH MOAKIIOYEHUN K HHTEPHETY C 3apaskeHHOTO
KOMIIBIOTEPA €CTHBEPOSTHOCTH OTIIPABKH BUPYCOM BaYKHOU MH(POpPMALIUU
3NI0YMBIIUICHHUKAM WM PacIIpOCTpaHeHUsl BUpYyca 10 aJpecaM Ballel aapecHoi
KHUTU. VIMEHHO 1OATOMY IpY NOJI0O3PEHUM Ha 3apa)KeHHE Jy4llle BCEro cpasy
OTKJIFOUUTHCS OT HHTEPHETA.

5. 3amycTuTe MOJIHYIO MPOBEPKY KOMIBIOTEPA

IIpogpunaxkmuxa zapasxcenusn

Hukakue camble HaJleXKHbIE M pa3yMHBIE MEPBI HE CMOT'YT O0ECIIEYNUTh CTOIPOLIEHTHYIO
3alIUTY OT KOMIIBIOTEPHBIX BUPYCOB U TPOSIHCKHMX IPOTPAMM, HO, BEIpAOOTaB JUIst ceOst psizt
IIpaBHJI, BBl CYIIECCTBECHHO CHU3UTC BEPOATHOCTD BHPYCHOﬁ aTaKN U CTCIICHb BO3MOXXHOT'O
yiepOa.

OnHUM M3 OCHOBHBIX METOJIOB OOPHOBI C BUPYCAMU SBJISICTCS CBOCBPEMEHHAS NPOPUIAKMUKA.
KommbroTepHas mpoduitakTHKa COCTOUT U3 HEOOIBIIIOT0 KOJINYECTBA MPABHUII, COONTIOICHUE
KOTOPBIX 3HAYUTCIIBHO CHUXXACT BEPOATHOCTDL 3aPpaKCHHA BUPYCOM U IOTCPHU KaKux-I1100
JIAHHBIX.

Huxe nepedncieHbl OCHOBHBIE MPaBHJIa 0€30MACHOCTH, BHIITOJHEHUE KOTOPHIX TO3BOJIUT
n30eraTb BUPYCHBIX aTak.

Ilpasuno Ne 1: 3auyumume Komnviomep ¢ HOMOWBIO AHMUBUPYCHBIX NPOSPAMM U NPOSPAMM
bezonacmnoti pabomsl 6 unmepueme. J1s1 3TOTO:
e besoTnaraTenbHO YCTAaHOBUTE aHTUBUPYCHYIO IPOTPaMMYy.

e PerynsipHo 0OHOBISIHTE CUTHATYPHI YTPO3, BXOAIINE B COCTAB MPOTPAMMBI.
Ilpasuno Ne 2: 6yObme 0cmopodicHbl NP 3anuUc HO8bIX OAHHBIX HA KOMNbIOMeEp.

o [IpoBepsiiTe Ha MPUCYTCTBHE BUPYCOB BCE CheMHBIE TUCKH (nuckeTsl, CD-auckwy,
¢uem- kapThl U 1p.) Nepe]] UX UCIOIb30BaHUEM.

e OcTOopoxHO oOpalaiiTech ¢ HOYTOBBIMU cooOIIeHussMu. He 3ammyckaiite HUKaKuX
(aityioB, MpUIIEIINX T10 TT0YTE, €CIIH BBl HE YBEPEHBI, YTO OHH ACHCTBUTEIHHO
JIOJKHBI OBUTH TIPUHTH K BaM, JIaXKe €CJIM OHU OTIPABJICHbI BAIIUMU 3HAKOMBIMH.

e BaumatensHO OTHOCHTECH K HH(pOpPMAIIHH, TIOTydaeMoi U3 uHTepHeTa. Ecim ¢
Kakoro- 1100 BeO-caiiTa BaM Ipe/iaraeTcsi yCTAaHOBUTh HOBYIO IIPOTpaMMy, 0OpaTuTe
BHHMAaHHUE Ha HAJIMUKE y Hee cepTudrkata 6€30MacHOCTH.

o Ecnu BBl KONMpyeTe U3 HHTEPHETA WIN JIOKAIBHOW CETH UCTIOIHAEMBIN (ailn,
00513aTENIEHO MPOBEPHTE €TO C TIOMOIIBIO AaHTUBUPYCHOW pOrpaMMbl. BHUMaTensHO
OTHOCHUTECH K BEIOOPY MOCEIIAEMbIX BAMH HHTEPHET-pecypcoB. HekoTopsle U3 caliToB
3apa’kE€HbI OITACHBIMU CKPHUIIT-BUPYCaMU WM UHTEPHET-YEPBIMU.

Ilpasuno Ne 3: nonv3yuimecs cepsucom Windows Update u peryssipHO ycraHaBiIuBaiTe
o0OHOBJICHHMS onepanroHHoi cuctembl Microsoft Windows.



Ilpasuno Ned: noxynaiime oucmpudymugHvle KOnuu RpocPaAMMHO20 0becneyeHus y
ouyuanvHvix NPOOaAsYos.

Ilpasuno Ne 5: oepanuuvme kpye nodeu, OONYUWeHHbIX K pabome Ha 8auieM KOoMNblomepe.

Ilpasuno Ne 6: ymenvuume puck Henpusmusbix NOC1e0CMBULL BO3MONHCHO20 3APANHCEHUSL
e (CBOEBPEMEHHO JeJalTe pe3epBHOE KOMMUPOBAHUE JTAHHBIX.

o Co3paiite qUCK aBapUIHOIO BOCCTAHOBJIEHUS, C KOTOPOIO IPU HEOOXOUMOCTH
MO’KHO OYZIET 3arpy3UThCsl, UCIIOJIB3Ysl "UUCTYIO" ONEpAllMOHHYIO CUCTEMY.

Ipasuno Ne T: pecynsipno npocmampugaiime CRUCOK YCMAHOBNIEHHBIX NPOZPAMM HA 8AUEM
Komnviomepe. JI7s1 5TOro BBl MOYKETE BOCIIOIB30BATHCS IIYHKTOM Ycmanoeka/yoanenue
npozpamm B Ilanenu uncmpymenmos viam pocTo IPOCMOTPETH COJCPIKIMOE KaTaiora
Program Files, katanora aBro3arpy3KH.

OCHOBHBIE AaHTUBUPYCHBIE IPOTPaAMMBI:
1. Norton Antivirus
Dr. Web

2

3. Kaspersky Antivirus
4. NOD 32
5
6

Mc Afee

Panda Antivirus



http://www.novirus.ru/?a=vendors&amp;b=7
http://www.drweb.com/
http://www.kaspersky.ru/
http://www.novirus.ru/?a=vendors&amp;b=4
http://www.mcafee.ru/
http://www.viruslab.ru/products/detail.1871.html

